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(FTEEEE Android FFAFMMERME BEBFARAEEN—IX FIINBRE -

o [FERA , IBEARERR | FREMIERF4EIPRA ;

o tnES— , IRFHIMENEE ;

o EXFEHNTIFEREH , FIERBRMRRE.,

AEMUFEEAFORED S JavaiESHINH EE(TREEE Java FFAFM) ),
Android R 42 5(EF , Android EAREHE Ul 5/B | #iE. XIESHERBEE .,
X4 5EWERE | Bitmap, Drawable S&iHE , % , HtEENAERD |, IRIELRIESS |
MEHOR DR, HEF, SE=KE .

o [3BF]] WREBST , BRANETIBLS ETENER ;

o [IEEF)] REEST , KEETERTRESFRREEFISESCRAYET ;

o [£%] HHER , BARRNEIS , BAAES. FINGE. WA
.

SFYOZENEREEF , K" WASM T ESY BIERE ; "IEA" 1=E
HAERNRIBASEI AT, ; "RA" REEBERIERX |, LUINREIRZEG.

B5h . [FEEE Android FFEITE] IWEFRES L4 , F#EEAE -
https://edu.aliyun.com/certification/cldt04

(FTEEEE Android FFAFM) MEHEMR  HEFEA DTG == (FFERARED ).
K= (SHeepasmWEd ) o e (EFERAES) . BF CFERAE) . B= (RER
AZB) . HP (BERAR ) &, *ERSAEBERNAR LRSS | Eil—FHk
RaE , BaEIR ( (FTEEE Java FFAFM) FE(EE ) WFEMAUES.
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—. Java 15SHE

BiE (FIERE Java FFAF)
FAFTFEMELE ; https:/ya.aliyun.com/articles/69327
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—. Android BREMHamRSER

1.

2.

. Android FENGmBS(ERE

[#:75] SWRESUGFHIERAIS,
[#:4=] layout SXHRIERRTTZC.

Activity 9 layout L module_activity FFk

Fragment /¥ layout A module_fragment 1k

Dialog /Y layout A module_dialog F3k

include f4 layout X module_include F3k

ListView 917 layout LA module_list_item F3k
RecyclerView [t item layout A module_recycle_item J13k

GridView fi947 layout LA module_grid_item J3k

[#:7F] drawable FRZBFRLUVNE RIF+ FIEAA TR | IRIBLOHEERAEFN
FEARERY drawable BRT , BINRERE—E. 140 drawable-xhdpi, REHGIT:

P 55 DReid 45 iR IRESIRE iR

2 : module_login_btn_pressed,module_tabs_icon_home normal
[#:7F] anim RRATRANSERIE+ FILRISNasE |, KA
Mg SZAPR_[J5 0|5

tween FEZRIR : Rl ERBMNNBERTRG A , W module_fade_in
module_fade out , module_push_down_in (Z1E+J5[H) ;

frame FEIRR | RATRELIE HR+INEEaR+~5. 40 : module_loading_grey 001

[#E7=] color FRfFEA#AARRGGBB &= , X module_colors.xml {44 , 5
BIETCREBLATHLR

Wit s BHRAFR B
-

<color name="module_btn_bg_color">#33b5e5e5</color>
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6. [ 1dimen BRLVNERIE+ N RIZLA @A B\ module_dimens.xml 34,
AL :

Wit s iR
-

<dimen name="module_horizontal_line_height">1dp</dimen>

7. [#E7= ] style WIERFA/NB R+ FI&AF a8 B module_styles.xml 34+ ,
KALATRIN -

AL style #FK. 24T style £ Fx
an -

<style name="ParentTheme.ThisActivityTheme">

</style>

8. [HE7= Istring B4 EE XA REIFREELERS N\ module_strings.xml {4 ,
FRBLUNSRIE NIL A mE |, AT

Bt B HK
2 : moudule_login_tips,module_homepage_notice_desc

9. [¥7=] Id |REN_ELACIE £dp4 |, View EHHIEIR id FELA View BIGS1EN
BIS%. BRBERAT :

=it BE
LinearLayout 11
RelativeLayout rl
ConstraintLayout cl
ListView Iv
ScollView sV
TextView tv
Button btn
ImageView v
CheckBox cb
RadioButton rb
EditText et




—. Android BiRX4as& 5fEA

10.

HeisESIEEER/NEFEHAT&HITE |, 50
ProgressBar XIMWAY4E5 /9 progress_bar
DatePicker XMW AI4EE /9 date_picker

[#75] Ko¥ERER ( REEEET 1000 ) KDHERE REINGE—RBEE xxhdpi BR
TEE , SNESE S RATREEEIN.

B :

AT HFEMEBRIMEZRE Android AEMESREARNENEIRERHTIER.

AR REEERHARNMERZFINS TRTEESERRNEERER £
TEFA ) B8E Idpi (/) mdpi (1) hdpi (& ) xhdpi (#8& \ xxhdpi (8
#83 ) A0 xxxhdpi (BEES ). Fla0 , SEEFBAMUERNER drawable-hdpi/,

RIESIRREFERINEE , BESHELENRR , IRES S HRE RN
NEZEBR  BREMRRTIIEEAE R RIR , XAJEER OOM , FRFEER
RS | IREVEERRTERXE.

IEfI
15 144144 RINIFAENR PNG SU4RITE drawable-xxhdpi B3R
=15
¥ 144144 BRI FEER PNG U4 HITE drawable-mhdpi B3R

TES% .

https://developer.android.com/quide/practices/screens support.html?hl=zh-cn



https://developer.android.com/guide/practices/screens_support.html?hl=zh-cn
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=. Android:

ARG

Android EZAB{445 Activity, Fragment, Service. BroadcastReceiver,

ContentProvider &5,

1.

2.

3.

[5&%] Activity [BIRIEUERE(S | X FEEEELLIRARY | B%RFEA Intent + Parcelable
897536 AILAE S EventBus &R LARIER TransactionTooLargeException,

[#£7=] Activity#fonSavelnstanceState()/5iEAZ Activity &asEERTE | tBARIE
—ESWIER. BERRARE Activity #EIMEERATRT UNIASH , ReERTFREIm
AM4EEEE | 540 Ul 3= 4a0E NS | ARElREIRIIIFAEMER I—K. IFANEFE
RAZIE Activity#onPause()/onStop()sLfT,

(3] JActivity [EIEIIEST Intent BUBKEE LA Intent ZBIXA/EIT resolveActivity
e, BREAZISEREREM | 15/ ActivityNotFoundException RIRE.

IEBI

public void viewUrl(String url, String mimeType) {
Intent intent = new Intent(Intent. ACTION_VIEW);
intent.setDataAndType(Uri.parse(url), mimeType);

if (getPackageManager().resolveActivity(intent, PackageManager.MATCH_DEFAULT _
ONLY) != null) {

try {

startActivity(intent);

} catch (ActivityNotFoundException e) {
if (Config.LOGD) {

Log.d(LOGTAG, "activity not found for " + mimeType + " over " +
Uri.parse(url). getScheme(), e);

}
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45
Intent intent = new Intent();
intent.setAction("com.great.activity_intent.Intent_Demo1_Result3");

4. [5&#)] BEERIE Service#tonStartCommand()/onBind ()5 A TEERTIR(E , AN5RHH
SCEFEK , NEZA IntentService B RFAIE LR SHLHITTL.

IEHI
public class MainActivity extends Activity {
@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);
}
public void startintentService(View source) {
Intent intent = new Intent(this, MylntentService.class);
startService(intent);
}
}
public class MylntentService extends IntentService {
public MyIntentService() {
super("MylntentService");
}
@Override
protected void onHandlelntent(Intent intent) {

synchronized (this) {

try {

} catch (Exception e) {

}
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}

. [5&% ] &5 7 BroadcastReceiver#onReceive() FHATHERTIRIE IR EFEM TIE
NiZEIEE IntentService 5BRY, , MAMIZIE BroadcastReceiver REliEFELIZEM.

WeBA :

BFZAEEREEEENT , IRWITHENBRIESSH Ul TR, TLAER
IntentService . €l & HandlerThread 3 & @ A3 Context#registerReceiver
(BroadcastReceiver, IntentFilter, String, Handler) /535551, , £E{tE Wroker Z52
14T onReceive 5i%. BroadcastReceiver#onReceive ()5 5FERT#BIT 10 #04h , 7T
BESHRFRRIL,

IEH -
IntentFilter filter = new IntentFilter();
filter.addAction(LOGIN_SUCCESS);
this.registerReceiver(mBroadcastReceiver, filter);
mBroadcastReceiver = new BroadcastReceiver() {
@Override
public void onReceive(Context context, Intent intent) {
Intent userHomelntent = new Intent();
userHomelntent.setClass(this, UseHomeActivity.class);

this.startActivity(userHomelntent);

¥

=51

mBroadcastReceiver = new BroadcastReceiver() {
@Override
public void onReceive(Context context, Intent intent) {

MyDatabaseHelper myDB = new MyDatabaseHelper(context);

-9-
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myDB.initData();

// have more database operation here

};
TES®: .

https://developer.android.com/reference/android/content/BroadcastReceiver.html#
onReceive(android.content.Context, android.content.Intent)

6. [EF] WALHRI Intent T IBHRER , ERIUBHEMEM T XA
BroadcastReceiver B App 1EHL.

WA :

181 Context#sendBroadcast() &IXRIETS BB REHAY receiver 12U &
BN AEMIRITZS #BRY receiver AIRESIRENE! Intent EBRIEURMER. | FtfT
HithfBIaiE, WRAERI#E(ER Contexti#tsendOrderedBroadcast()/5i&&1%E
HBERF3E , HERIREREE receiver AJREEIEERIZ & | ERIRSATH |
HE R BERENEREIE.

WRTBNRF R A , WEJLAER LocalBroadcastManager#sendBroadcast()SE
W, EREURMESEINHED Intent $ZERIXIEG,

1EfAI :
Intent intent = new Intent("my-sensitive-event");
intent.putExtra("event”, "this is a test event");

LocalBroadcastManager.getinstance(this).sendBroadcast(intent);

45

Intent intent = new Intent();
v1.setAction("com.sample.action.server_running");
v1.putExtra("local_ip", v0.h);

v1.putExtra("port", vO0.i);

v1.putExtra("code", v0.g);

v1.putExtra("connected", v0.s);

-10 -
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v1.putExtra("pwd_predefined", v0.r);
if (TextUtils.isEmpty(v0.1)) {
v1.putExtra("connected_usr", v0.t);

}

context.sendBroadcast(v1);

PAET BRI RE AR FIRIAN T receiver IZI SRS RithR

final class MyReceiver extends BroadcastReceiver {
public final void onReceive(Context context, Intent intent) {
if (intent |= null && intent.getAction() != null) {

String s = intent.getAction();

if (s.equals("com.sample.action.server_running") {
String ip = intent.getStringExtra("local_ip");
String pwd = intent.getStringExtra("code");
String port = intent.getIntExtra("port", 8888);

boolean status = intent.getBooleanExtra("connected", false);

}
TRZ% .

1) https://wiki.sei.cmu.edu/confluence/display/android/DRD03-J.+Do+not+broad
cast+sensitive+information+using+an+implicit+intent

2) https://cwe.mitre.org/data/definitions/927.html

[ # 7= ] % 0 Fragment B , # {® FragmentTransaction#tcommit() 7£
Activity#onPostResume()8& FragmentActivity#onResumeFragments() REH.
RAEMEFEA FragmentTransaction#tcommitAllowingStateLoss() K& , 1@
commitAllowingStateLoss()HIfERNRERIT code review , HRRTCHRES/IM,

A -

-11 -
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Activity AT BB 0 & M JR E # 15 8% , Android 37 #F TUHE # 5 & 81 & &
Activity#fonSavelnstanceState() & &% B 2 B K & . B W@ B
FragmentTransaction.commit()&Z47E Activity IRKSRFZE |, BlaSE Activity B
2. WERNSHATERRERRERES , ATIaJgeHiE. 7 BRERFIERATFHIA
1% , RF&ib llegalStateExceptionStateLoss 55, HEFAIMEERTE Activity H
onPostResume() 8t onResumeFragments() ( X+ FragmentActivity ) B #1 17
FragmentTransaction.commit() , A0/ EH AL onCreate() BT, AEMEENH
FragmentTransaction.commitAllowingStateLoss() ;& B & {f F§ try-catch B &
crash , XAZRAMAMEARRRZIE , ZEXERIA Activity B, IREIRSHT |
AR commit ERARIEENRT A AIIX A,

IEH -
public class MainActivity extends FragmentActivity {
FragmentManager fragmentManager;
@Override
protected void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity_main2);
fragmentManager = getSupportFragmentManager();
FragmentTransaction ft = fragmentManager.beginTransaction();
MyFragment fragment = new MyFragment();
ft.replace(R.id.fragment_container, fragment);

ft.commit();

}
=45 -

public class MainActivity extends FragmentActivity {
FragmentManager fragmentManager;

@Override

-12-
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public void onSavelnstanceState(Bundle outState, PersistableBundle outPersistentState)

super.onSavelnstanceState(outState, outPersistentState);
fragmentManager = getSupportFragmentManager();
FragmentTransaction ft = fragmentManager.beginTransaction();
MyFragment fragment = new MyFragment();
ft.replace(R.id.fragment_container, fragment);

ft.commit();

}
Es® .

1) https://www.androiddesignpatterns.com/2013/08/fragment-transaction-commi
t-state-loss.html

2) https://developer.android.com/reference/android/app/FragmentTransaction.ht
ml#commit())
. [IE75] RZHE Activity#onDestroy() RHUTREERIRAILIE |, Alan—LTIFEAZRY
HEMELE , AJ onDestroy()HAITHRIRT L AT BERR M. FIRIEXLMRHRE , &
Activity#onPause()/onStop()FZ& 5 isFinishing () BIFIKTEHIT.

[#E7=] qAERIR | ERFERERERY Fragment,
WA :

#XE Fragment 27 Android APl 17 702 SDK LA Support EEFREIIHEE |,
Fragment (REFFASBE—L1 , 54T bug , LERENREREW L

1) onActivityResult() /5 ERIIREEEL ,PIERAY Fragment BJ8EIAZZ 5 ER0ERR |
FEERFF Fragment H{THERNE ;

2) ZEZHIERUR

3) #HURERAY setRetaininstance() , £ Fragment RN ZIRAAARAVERNE
15,

AR S R T AER A ERERE Fragment , INE(FEAE TR LIAGR,

-13-
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Android EAAF

IEHI
FragmentManager fragmentManager = getFragmentManager();
Fragment fragment = fragmentManager.findFragmentByTag(FragmentB.TAG);
if (null == fragment) {
FragmentB fragmentB = new FragmentB();
FragmentTransaction fragmentTransaction = fragmentManager.beginTransaction();

fragmentTransaction.add(R.id.fragment_container, fragmentB,
FragmentB.TAG).commit();

}
=45

Fragment videoFragment = new VideoPlayerFragment();

FragmentTransaction transaction =
currentFragment.getChildFragmentManager().beginTransaction();

transaction.add(R.id.video_fragment, videoFragment).commit();

TRZ% .

1) https://inthecheesefactory.com/blog/onactivityresult-nested-fragment-support-
library-v23.2/en

2) http:/blog.csdn.net/megatronkings/article/details/51417510

10.[#E7=Z IS 2FERAER Intent FEIEkESIRE Service BAE IR Intent Filter

11.

(RIENFARZ M. WRMBSLHEFERREZER |, MATA Service 1243t Intent Filter
FM Intent FHEBRERIAIEEZFR |, (BRFEELER Intent#setPackage()J5iE5IRE
Intent BIBEER , XHERILFEDTHIRBIRIRSHAHREM.

[#:7=] Service EELUUSHKIERFARIESZ N EonERK , EIFER IntentService ,
ORASTEFIIRE.

A8

Service BH—RISITELR | NHBAFEINRE | WREFEHE(EROZTE Worker
S T, PILAMER IntentService HUTIRE1ES.

1EA

-14 -
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public class SinglelntentService extends IntentService {
public SinglelntentService() {
super("single-service thread");
}
@Override

protected void onHandlelntent(Intent intent) {

try {

} catch (InterruptedException e) {

e.printStackTrace();

}

}
=45

public class HelloService extends Service {

@Override
public int onStartCommand(Intent intent, int flags, int startld) {
Toast.makeText(this, "service starting", Toast.LENGTH_SHORT).show();
new Thread(new Runnable() {
@Override

public void run() {
IHRAFE )

}).start();

-15-
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VEs* .

https://developer.android.com/training/run-background-service/index.html

12. [iE=F] FREFNARRS 1 , (0566 LocalBroadcastManager SRt TiEAf
#K% | LocalBroadcastManager 22 M E1F , FRHABESHIETHEE.

A -

S3F{5EF Context#sendBroadcast() & /5iERIX LB REIIRABHITIRR, Rz~
BT MAA |, WETLAER LocalBroadcastManager Sfigga) fEitthgLAR | 1&#
—EHEFLEAM , FRIENER BT BNESR.
IEHI
public class MainActivity extends ActionBarActivity {
private MyReceiver receiver;
private IntentFilter filter;
private Context context;
private static final String MY_BROADCAST_TAG = "com.example.localbroadcast";
@Override
protected void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity _main);
receiver = new MyReceiver();
filter = new IntentFilter();
filter.addAction(MY_BROADCAST_TAG);
Button button = (Button) findViewByld(R.id.button);
button.setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View view) {
Intent intent = new Intent();
intent.setAction(MY_BROADCAST_TAG);
LocalBroadcastManager.getinstance(context).sendBroadcast(intent);

- 16 -
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@Override
protected void onResume() {
super.onResume();
LocalBroadcastManager.getinstance(context).registerReceiver(receiver, filter);
}
@Override
protected void onPause() {
super.onPause();
LocalBroadcastManager.getinstance(context).unregisterReceiver(receiver);
}
class MyReceiver extends BroadcastReceiver {
@Override
public void onReceive(Context arg0, Intent arg1) {

/l message received

}
45
Frar BEMER2Br 1%

//In activity, sending broadcast
Intent intent = new Intent("com.example.broadcastreceiver. SOME_ACTION");
sendBroadcast(intent);

13.[#E7= 12981 Activity BY onPause /55 TR 54 =317 F— Activity B onCreate

73i% , BTLATE onPause 75iZR NEGHFRTRIKAITIE , XS nERE Z EAIBk
R,

-17 -
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14. [38#)] A<Z7E Android B9 Application IS FhEFEGE, HitEMZBIEEEHL=
1BfER Intent FEALH , tBAI{EFS SharedPreferences FHEIEIFA (A,

=51
class MyApplication extends Application {
String username;
String getUsername() {
return username;
}
void setUsername(String username) {
this.username = username,;
}
}

class SetUsernameActivity extends Activity {
void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.set_username);
MyApplication app = (MyApplication) getApplication();
app.setUsername("tester1");

startActivity(new Intent(this, GetUsernameActivity.class));

}

class GetUsernameActivity extends Activity {
TextView tv;
void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.get_username);

tv = (TextView)findViewByld(R.id.username);

- 18-
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void onResume() {
super.onResume();
MyApplication app = (MyApplication) getApplication();

tv.setText("Welcome back ! " + app.getUsername().toUpperCase());

}

15. [¥#E7=] {563 Toast Bt , BIEN—12BM Toast X5 , IXEFATLUBSIELL TR
Toast RYABEEE _E—IR Toast IEERIERQNRIFEIELSGRE Toast BUER | &R
{§EF8 Toast.makeText),

16. [52%!] {£F3 Adapter RYB{R , ISRYR(ER T ViewHolder 2877 , £ getView()RY
J3iEHPFICIXIA convertView RIBNFIZMREFTERERBME(FLINE TextView
IRERYSAAEEN null , ENMRENERENER  ExMREeEing)  #F
ZHHBENRERM (Textview IR AT HFRIRE setText(") , EREAEF
IRE) , BNTEBEIANSFES , B adapter item SEFRNERE , SHAABHERE
&L,

I
@Override
public View getView(int position, View convertView, ViewGroup parent) {
ViewHolder myViews;
if (convertView == null) {
myViews = new ViewHolder();
convertView = minflater.inflate(R.layout.list_item, null);
myViews.mUsername = (TextView)convertView.findViewByld(R.id.username);
convertView.setTag(myViews);
}else {
myViews = (ViewHolder)convertView.getTag();
}
Info p = infoList.get(position);
String dn = p.getDisplayName;

-19-
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myViews.mUsername.setText(StringUtils.isEmpty(dn) ? ™ : dn);
return convertView;

}

static class ViewHolder {

private TextView mUsername;

}

17.[5&%! JActivity 82 Fragment & BroadCastReceiver B registerReceiver()
#0 unregisterReceiver()Eag 3T HIL,
WiRe
UNER registerReceiver()F unregisterReceiver() AT HIL , NIET8E S B LAY
receiver [RBESENINHFE SHNEHRE SARE=E JIE SystemService
e,
PR ESIRNELEIT receiver HITRIRETRE , BNMNAIEMIZ receiver SR E
EEHEE | NAEEEER.

1EA

public class MainActivity extends AppCompatActivity {

private static MyReceiver myReceiver = new MyReceiver();

@Override
protected void onResume() {
super.onResume();
IntentFilter filter = new IntentFilter("com.example.myservice");
registerReceiver(myReceiver, filter);
}
@Override
protected void onPause() {
super.onPause();

unregisterReceiver(myReceiver);

-20 -
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}
=51
public class MainActivity extends AppCompatActivity {
private static MyReceiver myReceiver;
@Override
protected void onResume() {
super.onResume();
myReceiver = new MyReceiver();
IntentFilter filter = new IntentFilter("com.example.myservice");
registerReceiver(myReceiver, filter);
}
@0Override
protected void onDestroy() {
super.onDestroy();

unregisterReceiver(myReceiver);

}

Activity B4 ABERAAXIN , BIBEHINZZIR onResume 1&R%, receiver £ 4 , (B
REHIFHE— , HR receiver FERF K.

21 -
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1.

b, Ul 5mBE

[325]] R AEAFER ViewGroup ZSEERER , AE(FH LinearLayout fxE ,
XA RelativeLayout , RILABESPEKERESL.

B :

Android N FATTE_H{Ha— View EBEELLIT measure, layout, draw =PNEEE
AR IERBRTESL. M xml layout BOTRERT mAFFIRE1T measure , BN FHRE S
ZEnECHNXTRE‘ABCHRIRRERTHNMUE , I EEF g ASERN
measure ( HILATEESE measure HIRTRIBFEAIRERY 2-3 {8 ). T RFTMIER
iR, EERHRRY measure % |, ITEMSHEEZN, XMEAT AR View 5145
SMEREEYF.

[T , TAE LAY View 822 |, measure, layout., draw FR{EZRAYRTEIRIEEA . B4E
SIXNE | KEERREF View BINFEZENRERY  MEEBRITEAEEERM
View, EAEER T , B39 measure |, layout , draw A BINIZABARIFHIIEEITE 16ms
LA, LURIEBaNERAT Ul BU7HE.

ER PR RN View ( IEIIERIERR view ), ATLLA Android Studio Monitor
EBRY Hierarachy Viewer TH , aJ[fl{tEVEERBHY view,

IEA
<?xml version="1.0" encoding="utf-8"?>
<android.support.constraint.ConstraintLayout>

<RelativeLayout>

<TextView/>

<lmageView/>
</RelativeLayout>

</android.support.constraint.ConstraintLayout>

=5
<?xml version="1.0" encoding="utf-8"?>

-22-
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<LinearLayout>
<LinearLayout>
<RelativeLayout>

<TextView/>

<lmageView/>
</RelativeLayout>
</LinearLayout>

</LinearLayout>
ZERESE measure LAK layout FELBFERNIIZ.

rEs® .

1) https://developer.android.com/studio/profile/hierarchy-viewer.html

2) http://mrpeak.cn/android/2016/01/11/android-performance-ui

3) https://www.safaribooksonline.com/library/view/high-performance-android/97
81491913994/ch04.html#figure-story tree

(#:75] £ Activity FRERIEIESEHFERS , REfEF DialogFragment , fidF
Dialog/AlertDialog XHHETHE Activity £ i ERAEIEXNEE AN ZENEBEEA.

IE
public void showPromptDialog(String text){
DialogFragment promptDialog = new DialogFragment() {
@Override

public View onCreateView(LayoutInflater inflater, ViewGroup container, Bundle
savedinstanceState) {

getDialog().requestWindowFeature(Window.FEATURE_NO_TITLE);
View view = inflater.inflate(R.layout.fragment_prompt, container);

return view;
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. U1 5%B

promptDialog.show(getFragmentManager(), text);

(77 ] RS —x% A UTF-8 ROV THRAS.
(520 ] ZELEFESR ui 22T view FEKIER(E.

(75 ] XAK/IMERERNL dp , view A/JMERENZ dp. XFTF Textview , WISRAEN
FRNFERIER FHEEEFER wrap_content T8l HIIN F B RASAERE
A
(323] SUERBRESRIZET view FIR view FARRISRISHRED
B, R AREE BT RIS,
IEH -
<?xml version="1.0" encoding="utf-8"?>
<LinearLayout xmins:android="http://schemas.android.com/apk/res/android"
android:layout_width="fill_parent"
android:layout_height="fill_parent"
android:orientation="vertical" >
<TextView
android:layout_width="fill_parent"
android:layout_height="wrap_content"
android:text="@string/hello" />
<Button
android:layout_width="fill_parent"
android:layout_height="wrap_content"
android:text="click it I"
android:id="@-+id/btn_mybuttom" />
<lmageView
android:id="@-+id/img"
android:layout_width="fill_parent"

android:layout_height="wrap_content"
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android:visibility="gone"

android:src="@drawable/youtube" />
<TextView

android:text="it is an example!"

android:layout_width="fill_parent"

android:layout_height="wrap_content" />

</LinearLayout>

=1

@Override

protected void onDraw(Canvas canvas) {
super.onDraw(canvas);
int width = getWidth();
int height = getHeight();
mPaint.setColor(Color.GRAY);
canvas.drawRect(0, 0, width, height, mPaint);
mPaint.setColor(Color.CYAN);
canvas.drawRect(0, height/4, width, height, mPaint);
mPaint.setColor(Color.DKGRAY);
canvas.drawRect(0, height/3, width, height, mPaint);
mPaint.setColor(Color.LTGRAY);

canvas.drawRect(0, height/2, width, height, mPaint);

7. =] REERME | #HF Merge. ViewStub R HE , ReJgezzuREL> Ul
WBEE% , #1FEF Framelayout , LinearLayout, RelativeLayout ;/XZ,

8. [#7=] EEENRIRFF—XIHAEMERT , @B AT ANERS | A2 layout
JRIE:

1) REEER view K/NWEE , MNERHRTAES |
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2) 1A view 89 layout ARVERUE |, WERANEE ;

3) BITEHK canvas fEFHBIVER invalidate(int I, int t, int r, int b)ZE ST RERIET
Xig ;

4) BEIRE— N EBNIT requestlLayout (IR SAFESIEHH requestlayout,
onSizeChanged 7% , #IMIIEHHN RN KBERXTHNBERT , JHA
requestLayout FIRHE , EX3EREITIAVERA super BY requestLayout /5i%,

9. [HEEF] ABEIE Activity iRB 52 ERATE R PopupWindow # Dialog.
10. [#E7%] REARZE(ER AnimationDrawable , BE#ISCRIBHERSFTEE R 0%

FANEF , FRERTF | HFEEASEREN , BB NRENBERINEN SRS,
A ¢

Android FIZNERTLASERS AnimationDrawable SCIR , {B230R{RAUIIENEI IR
BagZmER , —XMEIIEFFEME SRR FEEESFHEKRTIAZE OOM
SE. M EFERNE FEIERERTEE HERIURAR ZZHM O0M,

1E5 :

E R #ER/ AnimationDrawable iR 2RI LARESZH.
<?xml version="1.0" encoding="utf-8"?>

<animation-list xmlns:android="http://schemas.android.com/apk/res/android" android:oneshot
="true">

<item android:duration="500" android:drawable="@drawable/ic_heart_100"/>
<item android:duration="500" android:drawable="@drawable/ic_heart 75"/>
<item android:duration="500" android:drawable="@drawable/ic_heart_50"/>
<item android:duration="500" android:drawable="@drawable/ic_heart 25"/>
<item android:duration="500" android:drawable="@drawable/ic_heart 0"/>

</animation-list>

45

<animation-list xmlns:android="http://schemas.android.com/apk/res/android" android:oneshot
="false">
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<item android:drawable="@drawable/soundwave new_1_ 40" android:duration="100" />
<item android:drawable="@drawable/soundwave new_1 41" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 42" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 43" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 44" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_ 45" android:duration="100" />
<item android:drawable="@drawable/soundwave new_1_ 46" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_ 47" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 48" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 49" android:duration="100" />
<item android:drawable="@drawable/soundwave _new_1 50" android:duration="100" />
<item android:drawable="@drawable/soundwave _new_1 51" android:duration="100" />
<item android:drawable="@drawable/soundwave _new_1_ 52" android:duration="100" />
<item android:drawable="@drawable/soundwave _new_1 53" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 54" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 55" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 56" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 57" android:duration="100" />
<item android:drawable="@drawable/soundwave new_1 58" android:duration="100" />
<item android:drawable="@drawable/soundwave new_1_ 59" android:duration="100" />
<item android:drawable="@drawable/soundwave new_1_ 60" android:duration="100" />
<item android:drawable="@drawable/soundwave new_1_ 61" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 62" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 63" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 64" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 65" android:duration="100" />
<item android:drawable="@drawable/soundwave _new_1_ 66" android:duration="100" />

<item android:drawable="@drawable/soundwave _new_1_ 67" android:duration="100" />
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Ul 55

1.

<item android:drawable="@drawable/soundwave new_1_ 68" android:duration="100" />
<item android:drawable="@drawable/soundwave new_1 69" android:duration="100" />

</animation-list>
iRt ZE R RIshER AR I AnimationDrawable 7,
TEs*®

1) https://stackoverflow.com/questions/8692328/causing-outofmemoryerror-in-fr
ame-by-frame-animation-in-android

2) http:/blog.csdn.net/wanmeilangi123/article/details/53929484
3) https:/segmentfault.com/a/1190000005987659

4) https://developer.android.com/reference/android/graphics/drawable/Animatio
nDrawable.html

[527%] ABE(ER ScrollView € ListView/GridView/ExpandableListView;XE /91X
HESIE ListView BIFFE ltem EIIEEIAFH , EEFEERIIATFH cpu EEFHIE
[H,

WiRe

ScrollView HHE List 8 RecyclerView BIIEE S BBRZELL, BT A RIDEFIEE
AR BT , XA eEth B IR AIRAE. ListView & Ul HHEESHE
EERINEE , BiSBVEESRE—/E ScrollView, BEINTEIFH Ul {KLE , NG
It Material Design B9t , #EF{EMA NestedScrollView,

IEHI
<?xml version="1.0" encoding="utf-8"?>
<LinearLayout>
<android.support.v4.widget.NestedScrollView>
<LinearLayout>

<lmageView/>

<android.support.v7.widget.RecyclerView/>
</LinearLayout>
</android.support.v4.widget.NestedScrollView>
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</LinearLayout>
45 :
<ScrollView>

<LinearLayout>

<TextView/>

<ListView/>
<TextView />
</LinearLayout>

</ScrollView>
TEs*®
1)

https://developer.android.com/reference/android/widget/ScrollView.html

2)

https://developer.android.com/reference/android/support/v4/widget/NestedSc

rollView.html
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h. #E. LESHEBE

f. HE. SIESERBERE

1. [38#]) AEET Intent £ Android ERHZAH 2 BUEEAEIE ( binder transaction
&7/ 1MB ), oJgESEI OOM,

2. [3&H] £ Application RNV SHIRILICIBINMAHEH KT , RREE CHERHE
e, 53 2EaiER OB SIIEI.
1EfAI -
public class MyApplication extends Application {
@Override

public void onCreate() {

/TR R a1k

IMAE R RIia e

if (mainProcess) {

}
ARG G RE R RIG i

if (bgProcess) {

}

3. [5EF] FhiBLARRT , WIUBIT AR HIRMEt ( AsyncTask B¢& ThreadPoolExecutor
BB BEEXNEED ), ARFENASETERSIRAIE.

A8

(ERZAE AT R D BN HER SRR LR ERIRT BLAR R RIRHIFTHE | #7
RBIFEABHARE, MNRAERLAED , BUBERRFCIEAERKLREMNSH
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4.

AT RE TR PR, B R ERSERETRRNRTRERS ,
XPERED T FRIE AT

IEHI

int NUMBER_OF_CORES = Runtime.getRuntime().availableProcessors();

int KEEP_ALIVE_TIME = 1;

TimeUnit KEEP_ALIVE_TIME_UNIT = TimeUnit. SECONDS;
BlockingQueue<Runnable> taskQueue = new LinkedBlockingQueue<Runnable>();
ExecutorService executorService = new ThreadPoolExecutor(NUMBER_OF CORES,
NUMBER_OF_CORES*2, KEEP_ALIVE_TIME, KEEP_ALIVE_TIME_UNIT, taskQueue,
new BackgroundThreadFactory(), new DefaultRejectedExecutionHandler());

IARFTAESS

executorService.execute(new Runnnable() {

1
451
new Thread(new Runnable() {

@Override

public void run() {
IR

}

}).start();

VEs% .

https://blog.mindorks.com/threadpoolexecutor-in-android-8e9d22330ee3

(&) ZAEEAIEE Executors £RIE |, M2i&id ThreadPoolExecutor 975
= XERME S LS REIZ ENNBERAFE AN TN MR RERIOXE.

A8
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h. #E. LESHEBE

Executors IREIRYEAZHITRAVERIRINT -
1) FixedThreadPool #1 SingleThreadPool : 78 iF B & K BA 7l K EE
Integer. MAX_VALUE , ATRESHFIRERNEK , MNTISE OOM ;

2) CachedThreadPool #1 ScheduledThreadPool : B IFRICIE LXIZHE S
Integer. MAX_VALUE , AJgEREIEEREMNZIE . MTSE OOM,

IEHI

int NUMBER_OF_CORES = Runtime.getRuntime().availableProcessors();

int KEEP_ALIVE_TIME = 1;

TimeUnit KEEP_ALIVE_TIME_UNIT = TimeUnit. SECONDS;

BlockingQueue<Runnable> taskQueue = new LinkedBlockingQueue<Runnable>();

ExecutorService executorService = new ThreadPoolExecutor(NUMBER_OF CORES,

NUMBER_OF_CORES*2, KEEP_ALIVE_TIME, KEEP_ALIVE_TIME_UNIT,

taskQueue, new BackgroundThreadFactory(), new DefaultRejectedExecutionHandler());
=5
ExecutorService cachedThreadPool = Executors.newCachedThreadPool();

TEs% .

http://dev.bizo.com/2014/06/cached-thread-pool-considered-harmlful.html

5. [EH] FEAETAEEFAE  EFRELIETLAZTHIT , NERIEREE
EEAEFERA,

6. [3EH] AEEIE Ul ZR2HHDiadt ViewStub , FRUZIRME] null,

7. 71 RERDAR APP ZERIBIEEIBERAEITH. FIESHORRARR |
FMRAFIRLE.,

8. [17F) FEiEnT , ENXEEIREIB S SHARESTR |, BT IR NaHEE,
1EA

public class MyThread extends Thread {

public MyThread(){
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super.setName("ThreadName");

}

9. [#£7=] ThreadPoolExecutor ZELFEfF EATE] (setKeepAliveTime) , FR=SIHAY
R FE R RERY.

10. [#EZ] ZBiLEZH#HRE 2B SharedPreferences E£E#E , 2R T LA
(MODE_MULTI_PROCESS) , {EE /A B #7F.

1. [#75 ] {ZRAEA Android RIZHIE | SHERAREBRFEEHENREES B2
BEZN T E)RR -

1) FRELHIEEIBLFTA Activity BITIRE ;

2) BXRHNFEMHENTHENSEENNNSR (BUEERE. BRI, 28
PR R RBERFIHT Activity IERRBX ) ;

3) MFARZHIERS , Application SLAMEZIR | FEE S MERESETEEAN
BHEPEN

4) ZHFZENEIT SharedPreferences X EHIERTAIITE,
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A

7N XEESEUERE

1.

[38%5]] (EIRHEAREBRATSAERR |, B8R Android SHEERS APIijiE,
WiRg -

Android JIFRIRMPIERFNIMNETRRE | 2 BIF TR B S 8RR B =4
PEEE. ATLUBISIEX AP B ORBG RN B R | S T3XHRIE.
android.os.Environment#getExternalStorageDirectory()
android.os.Environment#getExternalStoragePublicDirectory()
android.content.Context#getFilesDir()

android.content.Context#getCacheDir

1E5 :

public File getDir(String alName) {

File file = new File(Environment.getExternalStoragePublicDirectory(Environment.
DIRECTORY_PICTURES), alName);

if (!file.mkdirs()) {

Log.e(LOG_TAG, "Directory not created");

}

return file;
}
=B :

public File getDir(String alName) {
I AEATIMEARAS BRSO A, XAMUAF R Z R, Wik app B2 5) Hh i e [A)
File file = new File("/mnt/sdcard/Download/Album"”, alName);
if (!file.mkdirs()) {
Log.e(LOG_TAG, "Directory not created");

}

return file;
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}
rEs® .

1) https://developer.android.com/training/data-storage/files.html

2) https://developer.android.com/reference/android/os/Environment.html#getExt
ernalStorageDirectory()

2. [3&#]] SEERINBEER , R EINMFIERTT RE.

IEH -
/REYET v
public boolean isExternalStorageWritable() {
String state = Environment.getExternalStorageState();
if (Environment.MEDIA_MOUNTED.equals(state)) {
return true;

}

return false;

}
I RERG A

kP>

public boolean isExternalStorageReadable() {
String state = Environment.getExternalStorageState();
if (Environment.MEDIA_MOUNTED.equals(state) ||
Environment. MEDIA_MOUNTED_ READ_ONLY.equals(state)) {

return true;

}

return false;

3. [3&#]] NAREHZHR , AEEITHREXEGRGARAVS VAL |, fiMER

FileProvider,

1EH5I -
<l-- AndroidManifest.xml -->
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N SRR

<manifest>

<application>

<provider
android:name="android.support.v4.content.FileProvider"

android:authorities="com.example.fileprovider"

android:exported="false"

android:grantUriPermissions="true">

<meta-data
android:name="android.support.FILE_PROVIDER_PATHS"
android:resource="@xml/provider_paths" />

</provider>

</application>
</manifest>
<!-- res/xml/provider_paths.xml -->
<paths>
<files-path path="album/" name="myimages" />
</paths>
void getAlbumIimage(String imagePath) {
File image = new File(imagePath);
Intent getAlbumIimagelntent = new Intent(MediaStore. ACTION_IMAGE_CAPTURE);
Uri imageUri = FileProvider.getUriForFile(
this,
"com.example.provider",
image);

getAlbumimagelntent.putExtra(MediaStore. EXTRA_OUTPUT, imageUri);
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4.

startActivityForResult(takePhotolntent, REQUEST_GET_ALBUMIMAGE);

}

=51

void getAlbumIimage(String imagePath) {
File image = new File(imagePath);
Intent getAlbumIimagelntent = new Intent(MediaStore. ACTION_IMAGE_CAPTURE);
IIANZASH file://f URI A3 23450 N, 4G EABE T Intent
getAlbumIimagelntent.putExtra(MediaStore. EXTRA_OUTPUT, Uri.fromFile(image));

startActivityForResult(takePhotolntent, REQUEST_GET_ALBUMIMAGE);

[#E7%] SharedPreference R REEFFAiEEAEMWESSEYL (int. boolean. String &),
SZEUERBIENFERNX . SURESHMS N FE.

1EA -

public void updateSettings() {

SharedPreferences mySharedPreferences = getSharedPreferences("settings",
Activity. MODE_PRIVATE);

SharedPreferences.Editor editor = mySharedPreferences.edit();
editor.putString("id", "foo");

editor.putString("nick", "bar");

AN B 2R B String 774

editor.apply();

[ #75 ] SharedPreference @ X #iERT , KR E{EF Editor#apply() , mIF
Editor#commit(), —R&3KiH , (NEFEMTERRER | FHEESEHRER |, ZE
F3 Editor#tcommit(),

A8

SharedPreference HBXIEXUFER apply FiAFITIRRSLEANARF , AEERLEEAN
W2 commit FiAREIES NHEE, NERINEER/ERNE apply AUERESMLTF commit ,
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apply SR RRIENABTENERE. (BRNRBEZFREIFERIFRIER | FEL
BRI ELABIRIE | R=4EF commit,

1Ef
public void updateSettingsAsync() {

SharedPreferences mySharedPreferences = getSharedPreferences("settings”,
Activity. MODE_PRIVATE);

SharedPreferences.Editor editor = mySharedPreferences.edit();
editor.putString("id", "foo");
editor.apply();

}

public void updateSettings() {

SharedPreferences mySharedPreferences = getSharedPreferences("settings",
Activity. MODE_PRIVATE);

SharedPreferences.Editor editor = mySharedPreferences.edit();
editor.putString("id", "foo");
if (leditor.commit()) {

Log.e(LOG_TAG, "Failed to commit setting changes");

}
45

editor.putLong("key_name", "long value");

editor.commit();

VEs% .

https://developer.android.com/reference/android/content/SharedPreferences.Edit
or.html#apply()

6. [52/FI] HuERE Cursor WIR(ERT/RXA , LABAFIHRE.

1iBA :
Cursor 2XEUEFEIREREEEN—1K , SEINERER/NT , BRATEAR
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ZER®m, ERIAGERERK  KNIESRFESHRFEEREEX  FEFRER
B3I anKA Cursor,
#WEREE Cursor LRI (EFERY |, AIREARAERMER  TICEFERLERER , ¥R
E/EHBIR Cursor IEREXA , LUBRWFIR. BT , 20R Cursor BIERIAED
ZifEmR | IAFTEBTRILRFRZ,
1EfI :
public void handlePhotos(SQLiteDatabase db, String userld) {

Cursor cursor;

try {

cursor = db.query(TUserPhoto, new String[] { "userld", "content" }, "userld=?", new
String[] { userld }, null, null, null);

while (cursor.moveToNext()) {
// TODO
}
} catch (Exception e) {
// TODO
}Hfinally {
if (cursor != null) {

cursor.close();

}
45

public void handlePhotos(SQLiteDatabase db, String userld) {

Cursor cursor = db.query(TUserPhoto, new String[] { "userld", "content" }, "userld=?", new
String([] { userld }, null, null, null);

while (cursor.moveToNext()) {

// TODO

}
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N SHERE

7.

/] ANBETAT: cursor A4
}
(&) SEERMEENSIRER , FEFEASES | IRHIREZ R,
WihA
Android B91@12 SQLiteOpenHelper 3KEVEHEZE SQLiteDatabase SLff] Helper &
BIEFEEITFAY SQLiteDatabase 3L B4 App #RZfER SQLiteOpenHelper
HERGIRIUIBIREUEEEEE—. T SQLite HE2EUBERS | BN EUEERE

BRIFHEZLM ( FEERIRTS ), transaction if—R[EFRIE , RittabF=LE+
AR EREIEL Y.

ERTIFZNEEEERE  HFEISEIEENEE SSEHEERE | =
FIEECHBUE.

IEf
public void insertUserPhoto(SQLiteDatabase db, String userld, String content) {
ContentValues cv = new ContentValues();
cv.put("userld", userld);
cv.put("content", content);
db.beginTransaction();
try {
db.insert(TUserPhoto, null, cv);
I HAb A
db.setTransactionSuccessful();
} catch (Exception e) {
// TODO
} finally {

db.endTransaction();

45 -
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public void insertUserPhoto(SQLiteDatabase db, String userld, String content) {

ContentValues cv = new ContentValues();
cv.put("userld", userld);
cv.put("content", content);

db.insert(TUserPhoto, null, cv);

}

TREs% .

1) https:/nfrolov.wordpress.com/2014/08/16/android-sqlitedatabase-locking-and
-multi-threading/

2) https://developer.android.com/reference/android/database/sqlite/SQLiteData
base.html#beginTransaction())

3) https:/www.androiddesignpatterns.com/2012/05/correctly-managing-your-sal
ite-database.html

4) https://www.jianshu.com/p/57eb08fe071d

[#:77 ] REURENEIRRERT | 15(ERSESEEMBEBIES /0 ERAIE |, (RIEHR
1TEE.

1E5 :

public void insertBulk(SQLiteDatabase db, ArrayList<UserInfo> users) {

db.beginTransaction();

try {
for (inti = 0;i < users.size; i++) {
ContentValues cv = new ContentValues();
cv.put("userld", users]i].userld);
cv.put("content", users[i].content);
db.insert(TUserPhoto, null, cv);

}

/I At

db.setTransactionSuccessful();

} catch (Exception e) {
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// TODO
} finally {

db.endTransaction();

}

9. [32%] 4T SQL iIEART , MNfEFS SQLiteDatabasetinsert(). update(). delete()
AAE(FH SQLiteDatabase#texecSQL() , LA SQL ENXIE,

IEH -
public int updateUserPhoto(SQLiteDatabase db, String userld, String content) {
ContentValues cv = new ContentValues();
cv.put("content", content);
String[] args = {String.valueOf(userld)};
return db.update(TUserPhoto, cv, "userld="?", args);
}
=51
public void updateUserPhoto(SQLiteDatabase db, String userld, String content) {

String sqlStmt = String.format("UPDATE %s SET content=%s WHERE userld=%s",
TUserPhoto, userld, content);

IR 2R, AR EISIT AR SQL 4]
db.execSQL(sqlStmt);

}

10. [5&%] 205 ContentProvider EIRAIEIEFMEE SQL FUEEP , NiZERIEAZ
EERINPEIREIEHHZERMG SQL B9 , alFE— 1 BTE ? EAu&Eies
HHNERF AR — N RIMASEIRSEEE | &8 SQLEA.,
1EHI -

/1 A —A T B S

String mSelectionClause = "var = ?";

String[] selectionArgs = {""};
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selectionArgs[0] = mUserlnput;

45 :
/1 BEEF P A5 44

String mSelectionClause = "var =" + mUserlnput;
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+. Bitmap. Drawable SzIE]

1. Bitmap. Drawable S5&hHE|

1. [GEH] InFEAKERESE—RIEINESKE R | NZERLTEETHIT. BRAII
&, WRE 10 #84F , LK CPU ZEHR(E , RAJEES BRI,

1E5 :

class BitmapWorkerTask extends AsyncTask<Integer, Void, Bitmap> {

Il TEJE B 34T B R e
@Override
protected Bitmap dolnBackground(Integer... params) {
final Bitmap bitmap = BitmapFactory.decodeFile("some path");

return bitmap;

}

=51

Button btnLoadIimage = (Button) findViewByld(R.id.btn);

btnLoadIlmage.setOnClickListener(new OnClickListener(){
public void onClick(View v) {

Bitmap bitmap = BitmapFactory.decodeFile("some path");

ik

2. [3&%]] £ ListView , ViewPager , RecyclerView , GirdView R4 {ERE AT,
MNMIFEI RBVER | BRIGESEERSHAFME | tRaESCIZER |, 5l
MR, BIN{EFR Fresco ( https:/github.com/facebook/fresco ). Glide

( https://github.com/bumptech/glide ) & HZE.

1EA
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BIEN{ERAZRS LruCache &7 , &% .

https://developer.android.com/topic/performance/graphics/cache-bitmap.html

private LruCache<String, Bitmap> mMemoryCache;
@Override

protected void onCreate(Bundle savedinstanceState) {

11 ARECAT FHNAE e RAE, (0 AR X AMECRHiE ) OutOfMemory 5% . LruCache i
REAR I BREAE AGEAHE, DL KB R,

final int maxMemory = (int) (Runtime.getRuntime().maxMemory() / 1024);
/1 FEER AT HNAERY 1/8 1E A7 25 1]
final int cacheSize = maxMemory / 8;
mMemoryCache = new LruCache<String, Bitmap>(cacheSize) {
@Override
protected int sizeOf(String key, Bitmap bitmap) {

return bitmap.getByteCount() / 1024;

}
public void addBitmapToMemoryCache(String key, Bitmap bitmap) {

if (getBitmapFromMemCache(key) == null) {

mMemoryCache.put(key, bitmap);

}
public Bitmap getBitmapFromMemCache(String key) {

return mMemoryCache.get(key);
}
public void loadBitmap(int resld, ImageView imageView) {

final String imageKey = String.valueOf(resld);
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final Bitmap bitmap = getBitmapFromMemCache(imageKey);

if (bitmap != null) {
mimageView.setimageBitmap(bitmap);

} else {
mimageView.setimageResource(R.drawable.image_placeholder);
BitmapWorkerTask task = new BitmapWorkerTask(mImageView);

task.execute(resld);

}

class BitmapWorkerTask extends AsyncTask<Integer, Void, Bitmap> {

Il TEJG B AT B R e
@Override
protected Bitmap doInBackground(Integer... params) {

final Bitmap bitmap = decodeSampledBitmapFromResource(getResources(),
params[0], 100, 100));

addBitmapToMemoryCache(String.valueOf(params|0]), bitmap);

return bitmap;

}

}
45

REENE  BREBEERD  EAERFEREGENEAIE , SEEFHR
RE | KREEFEEENFD,

3. [5&%] png BIREMA tinypng EiE KU T EE4840E | DA,

4. [#7=] MRELIARTRE | FEE R  MARERETRE. FIFRILRN,
BEEZTRE , AAEIINE LAWE , BRISFEEAERERIINE.

1EA
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public static Bitmap decodeSampledBitmapFromResource(Resources res, int resld,
int reqWidth, int reqHeight) {
/| Bt industDecodeBounds=true 375 & iR~
final BitmapFactory.Options options = new BitmapFactory.Options();
options.inJustDecodeBounds = true;
BitmapFactory.decodeResource(res, resld, options);
11 SRIGARYE B R o3 R LA B ATV SE P BTN R/, TR R4 2%
options.inSampleSize = calculatelInSampleSize(options, reqWidth, reqHeight);
I BE G5, JTR
options.indJustDecodeBounds = false;

return BitmapFactory.decodeResource(res, resld, options);

}

2 f51

FEFEEETNRE.,

(525] EATENER |, FOZ&EIENL , BERIIRF.

IE

Bitmap bitmap = null;

loadBitmapAsync(new OnResult(result){
bitmap = result;

hE

[ HiZ bitmap...

I S, 78 2.3.3 X LA R recycle()rRi%t, 7 2.3.3 LI | GC & HZNAEH, AR
AT B

if (Build.VERSION.SDK_INT <= 10) {

bitmap.recycle();

}

bitmap = null;

- 47 -



+. Bitmap. Drawable SzIE]

5450 :
ERTHRER | REARERERR.

6. [{#Z] SN FRNFREE , BEENNERRIR  ERFESRTETRIERIAE
BENE. MRATTEEMR  JLIEREE U ERRIR T | EREEEE
R

7. [38#] 7£ Activity.onPause()% Activity.onStop()EIEH , FF24BT activity IEFEH
1TRIRISNE,
IEf)
public class MyActivity extends Activity {
ImageView mimageView;
Animation mAnimation;
Button mBin;
[ ERAIE activity R */
@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);
mlimageView = (ImageView)findViewByld(R.id.ImageView01);
mAnimation = AnimationUltils.loadAnimation(this, R.anim.anim);
mBtn= (Button)findViewByld(R.id.Button01);
mBtn.setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View v) {

mImageView.startAnimation(mAnimation);

public void onPause() {
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/GUHGR Y, K s BE 5l i 53 5

mimageView.clearAnimation()

}
545 :
TUHIEHAY , AKX EEXAIEE,

[#75] EEEERMRLESERE |, MixE SEIENZIAIEE SRS
LR, 5IE0 Activity B9 onStop()EREEEHT , BIEZREFENER T RIR |,
RS BRI ANRAMSF T = et iR,
IEHBI
public class MyActivity extends Activity {
private ImageView mimageView;
private Animation mAnimation;
[ EAIE activity R */
@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);
mimageView = (ImageView)findViewByld(R.id.ImageView01);
mAnimation = AnimationUltils.loadAnimation(this, R.anim.anim);
mAnimation.setAnimationListener(new AnimationListener() {
@Override
public void onAnimationEnd(Animation arg0) {
I Wr— T R PRI BRI T
if (mlmageView != null) {

mImageView.clearAnimation();
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hE

mimageView.startAnimation(mAnimation);

}
2 f51
SNEEREREF , ERERTZRAINAR , SHRE.
9. [#=] £ inBitmap EENAREZTE , BRESTTRHANE.

1E5 :

public static Bitmap decodeSampledBitmapFromFile(String filename, int reqWidth, int
reqHeight, ImageCache cache) {

final BitmapFactory.Options options = new BitmapFactory.Options();

BitmapFactory.decodeFile(filename, options);

/I WARAE Honeycomb BHUE A R 4: iz 1T, “21AffiH inBitmap
if (Utils.hasHoneycomb()) {

addInBitmapOptions(options, cache);

return BitmapFactory.decodeFile(filename, options);
}
private static void addInBitmapOptions(BitmapFactory.Options options,
ImageCache cache) {
// inBitmap HALBERAIAS RO, i g il ik [m] A 28 g a7 ]
options.inMutable = true;
if (cache != null) {
Bitmap inBitmap = cache.getBitmapFromReusableSet(options);
if (inBitmap != null) {
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options.inBitmap = inBitmap;

}

10. [#:75] {£F3 ARGB_565 & ARGB_888 , TN E AR EERAYRIHE T | WD
REFERA.

1eAe

android.graphics.Bitmap.Config 22X FE R EBIBHNEFEAEN
1) ALPHA 8 ft3 8 {i Alpha {ifE ;

2) ARGB 4444 {£3% 16 {2 ARGB {3 ;

3) ARGB_8888 {3 32{i ARGB {i[E ;

4) RGB_565 ft% 8 fil RGB {iE.

NEMNEHS K FHENAEEREHRSZ , BREMBER. KRZHZEFRANRE
ARGB_8888 #1 RGB_565 , RGB_565 BES{E(RIEE F RERE R FAKRLRE
BOFFE |, 2L oom B9—Fh £,

BR—EEFE RGB_565 BREEHEN , MRERASZEREBEHE , B4
#iABefER RGB_565,
1EHI -

Config config = drawableSave.getOpacity() != PixelFormat. OPAQUE ? Config. ARGB_8888 :
Config.RGB_565;

Bitmap bitmap = Bitmap.createBitmap(w, h, config);

2451

Bitmap newb = Bitmap.createBitmap(width, height, Config. ARGB_8888);
TEES%E .

1)  https://www.jianshu.com/p/294b390eb6f7

2) https://www.programcreek.com/java-api-examples/android.graphics.Bitmap.C
onfig
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+. Bitmap. Drawable SzIE]

11.[#:7= JRERZ Bitmap( BitmapDrawable Y¥{&ER /RE(FERLE( ColorDrawable ),
#3568 ( GradientDrawable ). StateSelector ( StateListDrawable ) 5 Shape %5

BRI ZIRRE.

12. [#=] ERAER off BF , EEREES N RESITRNERR gif R, LIRBEA
gif EFHIKN,

13. [25] KERRFAEERITEE apk , AILIS BB XA CEITE TN , #/\E
(L2

14. [ ] IRIERE MRS  IBRIETFRSERME |, ASLH— M ERRAIERERA |

15. [#E575] TEB5&HKE onAnimationEnd [EIERIZZERT , WNENEFREIGTEEA BERIFIT

M , onAnimatonEnd AT BE S A B M BEE R HE MBI F ( & F
https://stackoverflow.com/questions/5474923/onanimationend-is-not-getting-calle
d-onanimationstart-works-fine ) , #2iX 1 LB AT fRIFEEIL postDelay &K

onAnimationEnd,

IEHI
View v = findViewByld(R.id.xxxViewID);
final FadeUpAnimation anim = new FadeUpAnimation(v);
anim.setinterpolator(new Acceleratelnterpolator());
anim.setDuration(1000);
anim.setFillAfter(true);
new Handler().postDelayed(new Runnable() {

public void run() {

if (v 1= null) {

v.clearAnimation();

}

}, anim.getDuration());

v.startAnimation(anim);

16. [#£7=] 23 View Animation H{T455RAY , YA View.clearAnimation (\EEHBIEX SR,
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IEHI
View v = findViewByld(R.id.xxxViewID);
final FadeUpAnimation anim = new FadeUpAnimation(v);
anim.setinterpolator(new Acceleratelnterpolator());
anim.setDuration(1000);
anim.setFillAfter(true);
anim.setAnimationListener(new AnimationListener() {
@Override
public void onAnimationEnd(Animation arg0) {
I — T B BRI 1
if (v !=null) {

v.clearAnimation();

Ds

v.startAnimation(anim);
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[58%]] fEFE Pendingintent B , ZZ1E{EAZS intent , [RIRTZELE{FERERRT Intent

1.

WeBA :

1)

{853 Pendingintent B , fEA TS Intent, 2 SBCEEAPEHIHER Intent BIK
B, ZIHER—Z Intent £Mi&E Pendingintent ,#4i& Pendingintent Y Intent
—EEIZE ComponentName 8¢ action,

PendingIntent BTLALEEA{E APP RRYEBSRRIZITE C APP AR, Pendingintent
AYintent BEWS TE(FERZ intent B 51X 5 B1ERRVINBR. 7£5£F8 Pendingintent
Y , Pendingintent PEIZERY intent ANERZEFZTNAY Intent , R BRI | S5

= A==
=] I%‘;ﬁf‘t% o

1E5 :

Intent intent = new Intent(this, SomeActivity.class);

Pendinglntent pendingintent = Pendingintent.getActivity(this, 1, intent, Pendingintent.FLAG__
UPDATE_CURRENT);

try {

pendingIntent.send();

} catch (Pendinglntent.CanceledException e) {

}

e.printStackTrace();

[efiA

Bundle addAccountOptions = new Bundle();

mPendinglntent = PendingTntent.getBroadcast(this, 0, new Intent, 0);

addAccountOptions.putParcelable(KEY_CALLER_IDENTITY, mPendingintent);

addAccountOptions.putBoolean(EXTRA_HAS_MULTIPLE_USERS,
Utils.hasMultipleUsers(this));

AccountManager.get(this).addAccount(

accountType,
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null,

null,
addAccountOptions,
null,

mCallback,

null);

=52 :

mPendingintent 2i&id new Intent()KHEEREE Intent B9 , FRLAA ST Intent |, iXA4N
Pendinglntent R4 4iEid AccountManager.addAccount /535451845 7 &3 APP
H.

Intent intent = new Intent("com.test.test.pushservice.action. METHOD");

intent.addFlags(32);

intent.putExtra("app",

Pendinglintent.getBroadcast(this, 0, intent, 0));

N _E/XHS Pendinglntent.getBroadcast Pendingltent FELEAY Intent ABET intent ,
ELtt = Pendinglntent & HATEY J&RIXRY intent R ] SERIRIRER E F11F SEL intent
AR,

TEs% .

1) https://developer.android.com/reference/android/app/Pendingintent.html

2) https://wiki.sei.cmu.edu/confluence/display/android/DRD21-J.+Always+pass+
explicit+intents+to+a+Pendingintent

3) http://www.droidsec.cn/android-broadcastanywhere%E6%BC%8F%E6%B4
Y% 9EY%E5%88%86%E6%9IE %90/

. [3EH] RILEREEVRUCRESEIIRE IvParameterSpec , il IV BIIHENS
U,

i -

EREENRCRE  EREENATMUNEEES | BBREFHALE. v
AHERFERATEE NS block , LUMFREEMMNZNF4HER ( BISHH
FRER T ), EERNEREENENE , BRILZs iv AEEERE. Bt v iEd

-b55.
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J\.

=E

BEN SR —FToEE. BEIER.
1E5 :

byte[] rand = new byte[16];

SecureRandom r = new SecureRandomy();

r.nextBytes(rand);

IvParameterSpec iv = new lvParameterSpec(rand);

545 :

IvParameterSpec iv_ = new lvParameterSpec("1234567890".getBytes());

System.out.printin(iv_.getIV());

[3&#]] ¥ android:allowbackup BHIZE A false , BHLE adb backup SHEHUE.
158

£ AndroidManifest.xml /4587 H{ESEFRSIENEOTIRETRE Android API
level 8 LAfSIEI0T android:allowBackup BB, EVABER TXNEMES true, i
24 allowBackup #r&{E/S true B, BDEIEIT adb backup #0 adb restore & MHFOMR
S FEfEFEUE.

1Ef
<application
android:allowBackup="false"
android:largeHeap="true"
android:icon="@drawable/test_launcher"
android:label="@string/app_name"
android:theme="@style/AppTheme" >
[5&H] #ESCIMAY HostnameVerifier F3& , FFEAER verify BREBIELIRSSZREMN
BHEEYE | BUESEEERERFARRAKESE EH B
5iEA -
HEFHE , (1R URL BENBFRSH/OVFRENZARLE , NILIEEETLA
[EIELE ORISR R R B NIZ T IERE, REFRIIMAES | BOA
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EIEEE  ETeXiE.
545 :

HostnameVerifier hnv = new HostnameVerifier() {
@Override
public boolean verify(String hostname, SSLSession session) {
/] BSERIE true, HSZAT R4 IS5 4
return true;
}
I8
HitpsURLConnection.setDefaultHostnameVerifier(hnv);
IEHI
HostnameVerifier hnv = new HostnameVerifier() {
@Override
public boolean verify(String hosthname, SSLSession session) {
1175
if("yourhostname".equals(hostname)){
return true;
} else {
HostnameVerifier hv = HitpsURLConnection.getDefaultHostnameVerifier();

return hv.verify(hostname, session);

1

[5&%] FUF X509TrustManager 72559 checkServerTrusted EREEIGARSS 28im
IEPHIEEM.

1488 :
TESCIIAY X509TrustManager FEEHRIIIRFIRANEBMICIE , XIESSHABIS
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EERERESITIER BB,
=51
TrustManager tm = new X509TrustManager() {
public void checkClientTrusted(X509Certificate[] chain, String authType)
throws CertificateException {
//do nothing, FEZATER F ik
}
public void checkServerTrusted(X509Certificate[] chain, String authType)
throws CertificateException {
//do nothing, #&3ZAT MRS umiE+S

}
public X509Certificate[] getAcceptedlissuers() {

return null;

1

sslContext.init(null, new TrustManager[] { tm }, null);

6. [32H]] META-INF BRFAEER 2L apk,.odex,.so YR | ZXHFFEE
TER , BEWESER,

7. [3&%] Receiver/Provider FEEFEZFTANREFIRIER T |, & android:export 1RE&
7 true,

8. [&%] HIEFME Slite ERERFHEFEXIEIEHITINE | ENHKAIRHESH
1TREE.

9. [5&H] BELE webview i&id file:schema J3Z\UIHIAABEUREE.

10. [GEH] AE EHRMER , Re6EARF#FER LocalBroadcast , B #75IAIMF
WEl , 8¢#& setPackage PR,

1. [&F] AEIEERMSE2FIENZ! log A,
WA ¢
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12.

13.

14.

£ APP B ARIERES , AT HEEL , BESER log i H—LXBEMENE
B XEERTEESESHEAT  MHITHE. AXAAFR|EES Xk
WEEENNEZRI T iE APP ASRERSERENNE  EEEERINEIBMNEE
BUSE.

545 :

String username = "log_leak";

String password = "log_leak_pwd";

Log.d("MY_APP", "usesname" + username);

Log.d("MY_APP", "password" + password, new Throwable());

Log.v("MY_APP", "send message to server ");

A EACHES(ER Log.d Log.v $TENFERFATHATISFERY username HFIHER . HER

BXE  WEETLIERZM Logeat FissEUXLHIRMER. FTLAEF - mAYE ChiA e
RAEED  FERHSRER.

(& ] XFASMERREN , BagEAHaY"android:exported" /&M false,
WiER -

Android NA3(ER Intent HLHEITEREENEEETE , MR ATERER getintent() ,
getAction() , Intent.getXXXExtra()SREXZIZ %R, FEEEBIAEIKEHRHITH
wimiR  MAMSKRE Crash , MAARAER ( AEELEIRS ). TENARETHE
REBNRAKEETHIE. SEeERIAIENMEN R ERHIEERSS.

[324]] RIFAFBIHER android:debuggable BHIZE A false,
(521 {#F Intent Scheme URL FEEHITE.
i -

SNERNTEEESZHF Intent Scheme Uri iEi% , IISRITIEAS | BBALERAF A sEEITX
SR8 js URBRH T —REATA | ELANEEEY cookie %, UNREEAT Intent.parseUri
RO, FBK intent 4 AT intent E LG A
addCategory(“android.intent.category.BROWSABLE”) , setComponent(null) ,
setSelector(null)3 PMERES,

1EA
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15.

16.

17.

/I ¥ intent scheme URL #40: 2 intent X§42

Intent intent = Intent.parseUri(uri);

/] 25 114 BROWSABLE category 15 FJE 3l activity
intent.addCategory("android.intent.category. BROWSABLE");
intent.setComponent(null);

intent.setSelector(null);

/I f#iF intent J&i 3l activity

context.startActivitylfNeeded(intent, -1)

=15
Intent intent = Intent.parseUri(uri.toString().trim().substring(15), 0);
intent.addCategory("android.intent.category.BROWSABLE");

context.startActivity(intent);

rEs® .

1) https:/jag.alibaba.com/community/art/show?articleid=265

2) https://www.mbsd.jp/Whitepaper/IntentScheme.pdf
(525 ] ZRINEFESE ST EERATINREZIZRE | 0@ mBEI S,
iR

N R EINRRERT | (FRERBEREFTNESR  GEE B REREEIZHEY
LIRS R APP BSEUE.

(5&H] KRR EMNSIMERISUGETE apk RER , SMNFAFAEBERT , NRNA
WRERICRT NSRS I EE R A I SRIE R (LN sdeard) , EIIA
A{SHINIEGRH TR MERIeiIE B RAIE | LUREAHREEISEN.

[32%] BRIE min API level >=17 , i&IER addJavascriptinterface AY{EEFH.
1488 :

API level>=17 , 731 js #ARNREWALLI@Javascriptinterface TR , Bt
AZ0 ; X3F APl level < 17 , REAE(FEF addJavascriptinterface , I1R—%E
ZR , A
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1) {EF https 1Y 0EL URL , SERIERREG , BrlEnRUEHRESGES |
2) IInEk URL BRI, TEMRIEEFH1IEHEAIUEHRERN ;

3)  WERMNEAUD html fiZE HTML RE&TE APK &, LIRSS HTML TUE#H 75588
MHREE,

18. [3&#] {#F8 Android i AES/DES/DESede IZ&EART , AE(FRAEMARINZEDR,
ECB , M E/~SEER CBC 8 CFB &R,

B :

hn##&E={ ECB, CBC, CFB, OFB % , H+h ECB &£ M55 , SfFHERIENX
EARABMRME=4HERENEY , 5 1B8IFHT , #iNEER CBC 8 CFB &,

1) ECB : Electronic codebook , EEFZ R34S,
2) CBC : Cipher-block chaining , i34 BHEET
3) CFB : Cipher feedback , X ZIHRT,
4) OFB : Output feedback , HitH Rz iHiRL,
19. [587H] AZ(ER loopback KBEEHES.

20. [#E7F] MFAFREMEA File tHiXAINA , Z2A File i , ETNIRE webView.
getSettings().setAllowFileAccess(false) , XS FEEEF File tMYAIRAT , ZELE File
1M JE R JavaScript FII&E webView.getSettings().setJavaScriptEnabled(false).,

21.[58H JAndroid APP £ HTTPS BS54 GIERIRFEEMATAEIETL. #iBH :Android
APP £ HTTPS i&{5+ , {8 ALLOW_ALL_HOSTNAME_VERIFIER , F7IFF0
ATERY HOST #&37 SSL (S | RRFEFHEAKERING LSS TEE
SWEFF , LUREMFE BT,
=45
SSLSocketFactory sf = new MySSLSocketFactory(trustStore);
sf.setHostnameVerifier(SSLSocketFactory. ALLOW_ALL HOSTNAME_VERIFIER);

ALLOW ALL _HOSTNAME_VERIFIER 37 host 383 , S0IFF0FTEHY host &7
SSL j&{= , BROWSER_COMPATIBLE_ HOSTNAME_VERIFIER FOj/issessmy
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22.

23.

IOUFSRRS , BlBERCRTREB i B 7184 , STRICT_HOSTNAME_VERIFIER ™
FEPCECHEL | hostname WAZRPLEESE— CN =& {EH{al— subject-alts , LA EFIF
{$8F7 ALLOW_ALL_HOSTNAME_VERIFIER , Z&EHXH STRICT_HOSTNAME
VERIFIER,

(#7F] Android5.0 IAEREMBEXREEHNMAMIZERM window.setFlag
(LayoutParam.FLAG_SECURE) Z|FFR.

[#:75] zip FRAERINIEYF. /. ffile IXFERIERIZ | FIREM BN B RGN BN, W
BR @ 5 zip EEEFRRIFEFE ./ HFE , WEETLUFIRSA". [ ERERSER
zip XHEFHRRIVE  SNHELFERNSHTERS , WRBHEEIXHERE so.
dex Bi# odex {4 , AR BEIERT ERNR ERE,

1E5 :

STERHITHRT  FE" ERE.
IR Zip FRARELSCIF A TR P2 A0 e, A nidiad A HEA Tt R
String entryName = entry.getName();
if (entryName.contains("..")){
throw new Exception("unsecurity zipfile!");

}
=45 -

BufferedOutputStream dest = null;

try {

ZiplnputStream zis = new ZipInputStream(new BufferedInputStream(new FilelnputStream
("/Users/yunmogong/Documents/test/test.zip")));

ZipEntry entry;

while ((entry = zis.getNextEntry()) != null){
int count;
byte data[] = new byte[BUFFER];
String entryName = entry.getName();

FileOutputStream fos = new FileOutputStream(entryName);
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24.

25

26.

//System.out.printin("Extracting:" + entry);
dest = new BufferedOutputStream(fos, BUFFER);
while ((count=zis.read(data,0,BUFFER)) = -1){
dest.write(data, 0, count);
}
dest.flush();
}
} catch (IOException e) {
e.printStackTrace();
} finally {
try {
dest.close();
} catch (IOException e) {

e.printStackTrace();

}

NERRS IREN R RH TA BRI TRE  RKEPES. /FFFH
MIE B RIBHIAE , —BEEFEABEER TEINY , BRSHFELE
BRI T,

[5&m] FFREY activity/service/receiver FFEXHENR intent & AR,

[HEF) IIERE  ERALREM Hash BEIA(MDS/SHA-D)INEESE. | TREWRAR
ROXBS | 3ERIN(HER SHA-256 SR M ERMY Hash &%,

[#£75] Android WebView H{4INEMTTAR ENEFIAIEEIRET RABEARIIETS A
handler.cancel() , {ZL1ENNEXRRATAE,

i -

Android WebView BENNEMIAEIEBIAIEEIRET , 278 WebViewClient 28f9
onReceivedSs|Error /5% , ANRi% A ESLIVERAT handler.proceed() R ZBAZIE
Hix , WESZEFBE AL , vTaESEFSFAMEE.
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mWebView.getSettings().setJavaScriptEnabled(true);
mWebView.addJavascriptinterface(new JsBridge(mContext), JS_OBJECT);
mWebView.loadUrl("http://www.example.org/tests/addjsif/");
mWebView.setWebViewClient(new WebViewClient() {

@Override

public void onReceivedSslError(WebView view, SslErrorHandler handler, SslError error) {

handler.proceed(); // ZH& SSL ik 54512
i

27. [H#77 | BRGSO FHE ARG EEHRS SRR B R socket SLI
{EARREE IR BRI DAY TV,
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Ju. Hitt

1.

2.

[58%F]] AEET Msg BB AANISR , 2SN FR-,
[5&#] A<BE(ER System.out.printin ¥TED log,
1E5) :

Log.d(TAG, "Some Android Debug info ...");

=45

System.out.printin("System out printin ...");
[52f] Log HY tag ABER" ".

1ehe

HERY tag REFRRKBERAEN , BAFFLIREE.
IEfI

private static String TAG = "LoginActivity";

Log.e(TAG, "Login failed!");

45

Log.e("", "Login failed!");
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[FIEEE Android FEAME] INIEEINEL L2k | RS FMFFFANERIZE
BEE , FEERIABIAIBIES,

INIEEIR : https://edu.aliyun.com/certification/cldt04
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